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Researchers keep networks moving to stay
safe from hacker attacks

17 May 2016, by Michele Mcdonald
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VL researchars keep crfical tasks on the run, one
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ihead of hackers

Imagine burglars have targeted vour home, but
before they break in, you've already moved and
are safe from harm.

Mow apply that premise to protecting a computer
netwaork from attack. Hackers try to bring down a
network, but criical tasks are a step ahead of
then, thanks to complex algorthms, The dreaded
"network down” or denial of service message never
flashes on your screen

That's the basic idea behind new research by
George Mason University researchers, who
recently landed some $4 million in grants from the
Defense Advanced Research Projects Agency
(DARPA), George Mason's reseanchers are
leading an effort that includes Columbia University,
Penn State University and BAE Systems

"Cur research is vital as a real-word solution to
these altacks, which are one of the most crtical
cybersacurily threats oday, crippling online
businesses with downed websiles, inancial losses
and damaged dclien! refationships,” said Angelos
Stavrou, who leads the research team and teacheas

in Mason's Management of Secure Information
yslems Program.

Mason is positioning itself at the forefront of
cybersecurity research

"It definitely gives us a leg up because we're
Inoking at the next genaration of defensea,”
sadDaniel Fleck, who's part of Mason's Center for
Aszurance Research and Engineering.

Widespread problem

Cyber criminals take down a website by
overwhelming it with traffic. The mast common
approach is to lood a server with reguests becauss
servers can only handle so much traffic before
shutting down.

Crenial-of-service attacks hit record highs last yvear,
up nearly 150 percent, according o cybersecurity

firm Akamai. These attacks last between G and 24
hours and cost 500,000 or more, anather survey

notes,

Responding 1o this threat is akin to an arms race,
Fleck said. Companies and governments put
scores of servers into play to fight off the altacks.
seconds count for mission-critical systems,
aspacially for the military. Hackers step up their
efforts to counter the numerous servers,

"It's an arms race no one wants to be in," he said.
Researchers feel your pain

Fleck knows what i feels like to be on the recsiving
end of a demial-of-service attack."lt happenad to me
a couple of days ago,” Fleck said, "Il's very
frusirating. | need to get something done and |
can’l. A% a secunly person, I'm always wondering if
it's & security problem.”

What's next
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Mason researchers are working on the next slep in
fending off computer hackers. I's a method called
"shuffling”™ in which hackers and regular users are
quickly separated through a series of splits that
eventually isolale the bad actors,

Solving one problem means another will spring up,
making the field an exciting one.

"In security, vou aciually have an adversary,” Fleck
sdid. "You wonder what they're going to do when
you soive the problem.”
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How to stop your phone from being hacked

25 May 201, by Ali Dehghantanha, The Conversation

If youve ever forgotien vour phone or lefl it at
home for the day, you will have realised just how
miuch you use it. On average we check our mobile
phones about 110 times a day. Using them for just
about everything, from summoning an Uber car
and paying for our latest Amazon purchaszes, to
receiving prescriptions and even tracking shares
and trading on the stock market

Linsecurad mobile phones are among the top
SEVET MEjor causes of seo --:":r- breaches and your
mphile numie a hacker naads o start the
attack, Lising y-::ur number, "-".. chers can send you
a text message containing a malicious link, which
when clicked allows them to read your texts, listen
to vour calls and even frack vour whereabouts.

Smariphones are valuable targets for hackers
more 50 than laptops or personal computers. This
iz because they can be used as a "pivol point” 1o
attack heavily pralected environments such as
banks or critical national infrastructure. Hackers
can redirect their malicious traffic through your
phone and store collected data on it. This means
that all forensics traces would point 1o you as the
hacker rather than the real culprit.

O top of this, most phones are open o altack 24
howurs 2 L":'w sevan days a week, often with only

hmited securily faatures in place, Combine this |ac

K such

of security with the fact that most -nc:-:*ern phones
nowy Contain mare pr £ing o
computers hat landed ﬁ-.|,-uu.u 11 o the moon, and
it's nod hard 1o see why they are a hacker's weapon
of choice

MOGHS

Under attack

The worst case scenara? You could wake up one
maoming to the police kicking down your door,
investigating a sophisticated cyberattack with all the
evidence pointing o you. Regardless of how
ridiculous it may seem, in the abzence of amy cyber-
meznitoring or cyber-defence solution you would
have a very hard time proving that you were nof
guilty. And it is not just hackers you need 1o worry
about, even the US Malional Security Agency and
the LUK's GCHQ have secrelly used innocent
people's devices to cover their malicious aclivities.,

In my career as a cyber forensics investigator, |
have not only seen many of these cases but also
scenanos where hackers have been hired by
organisations to -::lﬂlEl:ru:r.']’[nzrl'g,-I frame emplovees by
parting material such as child pornography onto
their work phones, The person in question is then
accused, for example, of selling secret company
information 1 compelifors and when the legal team
investigates their phone, they find the child
pornography. [t is a scary prospect.

Many people wrongly believe that their maobile
service providers should deploy cyber-protection
meachanisms for their users, Bt if yvou read the
terms of service, you will clearly see that as the
owner and user, it is solely vour responsibility to
protect yvourself, Exactly in ihe same way thatl yvou
protect vour laptop when vou surf the internet.

If yiou are reading this and you are yet to install at
lzast an anli-virus apphcation on your phone, siop
reading 'rr*medlgtel',-' and .nﬁmll one — there ang
miany gond anki wirus applications that are
cormphetely rn:u:- “"'E:... shiouicd ‘TI"'“C miake sure o onky
nstall apphcations Tram well-known app markels
as oogle Play or the Apple or Windows
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Stores. Never "jail break™ or root your phone to
install free apps unless you are a secunly expert
and know what you are doing.

And it may sound like common sense, but do not
dlick on the links you receive fram unknown
sources. ILis also a good idea to have all your
phone data encrypled and to install 8 logging or
monitering solution on your phone to have records
of all activity. It could well turn out to be your "get
out of jail free card® — just on the off chance
anything were to happen.

Thiz article was originally published on The
Conversstion, Regd he arginal arbchs.
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