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Apps most frequently blacklisted by enterprise security teams

Appthority released its Fnterprise Mobile security Pulse Report for Q4 2017, which details the apps
most frequently blacklisted by enterprise mobility and security teams.

TOP 10 BLACKLISTED ANDROID APPS

Application Name Version | Category

Accesses Address Bool/Camers/

Facebook I00.17.68 Secial Calendar/Microphone/SMS Archive,
Tracks Location

Messenger [Facebook]  98.0.0.18.71 Comsmunication Sends Address Book/SMS Messages

Instagram 10.5.1 Sacial HTTPS Exceptions

Frozen Frenzy -

Valentine Hearts I SRR Frizie HTTPS Exceptions

Bakery Story: Cats Cafe  1.55.93 Casual Sends IMEL, Sends Data Unencrypted

Candy Blast Mania 1.623g Arcade HTTPS Exceptions

Dragoen Stony: Sun and Meen 24.0.1854g Game_Casual HTTPS Exceptions

Dot Eater 134 Casual | sends Data Unencrypted

Flick Shoot Soccer Foesballl 3,45 Sports Sends Data Unencrypted
o L R L Personalization Sends IMEI, Sends Data Unencrypted

Most blacklisted apps

For i05 devices, popular dating app Tinder made the list of most blacklisted apps, [eining WhatsApp
Messenger and Pokémaon GO, which tepped the list for the second consecutive quarter. For Android,
the top blacklisted apps were WhatsApp Messenger, Facebook Messenger and Instagram, all new to
the list from the previous quarter.

Enterprises blacklist apps for 2 range of security coneerns, including security palicy compliance and
concerns abhaut data handling. Mast of the Andraid and i05 apps that were blacklisted in Q4 seored
in the data leakage range. For Android. this was primarily due to sending data unencrypted. For iQs,
this was for accessing the address book, camera and microphone, as well as tracking location and
sending sensitive data unencrypted,

Riskiest Android and i05 apps

Research shows that many popular apps present in enterprise environments have mohile thraat rick
scores indicative of data leakage and vulnerabilities,




The riskiest Android apps in enterprise environments include: Deutsche Telekom Online Manager,
MFL Maobile, OMD Maobile, Uber and WhatsApp Messenger. The riskiest i05 apps found in enterprises
included Dropbox, Facebook Messenger, Instagram, Pandora, Spotify and WhatsApp Messenger.

TOP 10 BLACKLISTED 105 APPS
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Socisl Netwarking - Sends Addrecs Beak

Agcesges Address BookCamera,
Games Tracks Lacation

- Sends SMS Mescages
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Lacation, Sends Data Unencrypled
Aecesses Address Book/Camera)
Socral Networking Calendar/Microphone, Tracks Location,
Sends Data Unencrypted
Utilities Accesses Address BookyCamera, Tracks

Location, Sends Data Unencrypted

. - Sends Address Book/Sansitive
Sociat Netwarking Data Unencrypled

ST Sends SMS Messages/Sensitive
Lol Data Unencrypled

Lisillities - Sends SMS Messages

Accesses Address Book/Cameral
Uit Microphone, Tracks Location, Reads
o Clipboard, Sends Location/Device Name/
Data Unencrypted

Leading destination countries for the top Android and i05 apps are the United States, Ireland and
Germany. The United States, with over 85% of mohile app connections, saw the percent of
trustworthy connections decline from 32% to 30.4% for Android connections and from 15% 1o 14.2%

for 105 connections,




