Sharing Battlefield Information at Multiple Classification Leveds via flabile Handheld Deviees

DARPA to leverage mew software and nelworking technology to vastly simplify secure doto sharing
among (L5, and coalition troQps across mobile toctical netwaorks
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Troops in remate régions around the world often struggle to operate with limited networks for data
sharing and communication—an encumbrance that is amplified when U.S. troops necd to share
classified or otherwise secure data with each other and coalition partners. The usual process for
sharing such information requires an end-to-end connection b Secure servers via a dedicated digital
“pipe” approved for the specific security level of data being transmitted. If that tactical network is
averloaded or if a glitch causes a break in the digital chain, the message or data is typically lost and
the process must be repeated until & conmechion iz complated, potentially hindering the mission in
fast-rnoving tactical situations, Additionally, the current computers and infrastructure necded 1o
manage multiple levels of U.5. classified and coalition information are too bulky for tactical use in the
field and can take months or longer to deploy.

Ta avercome this challenge, DARPA today announ ced its Secure Handhelds on Assured Resilient
networks at the tactical Edge [SHARE) program. SHARE aims to create a system where information at
multiple levels of security classification could be processed on a single handheld device using a
cosiliont secure network that links devices without needing 1o route traffic through secure data
coenters. This capability would be able to operate over existing commercial and military netwoerks
while maintaining the security of sensitive information and safety of operations.

Troops forward deployed today have to have multiple laptops or devices that are approved (o
communicate at various levels of clas=ification,” said Joe Evans, DARPA program manager. “The
yision af SHARE is 1o develop software that moves the multilevel security management function from
- handful of data centers dewn to trusted, handheld dewices on the tactical edge.”

[ achieve thisvision, the SHARE program 15 forused on three areas: technologies and policy roals for

distributed tactical security management an handheld devices, networking techno ogies based an




resilient and secure architectures that work in challenging environments; and software that rapidly
configures security across the netwark.

The end goal of the program 15 to demonsirate secure exchange of information at multiple levels of
classification over unsecured military and com mercial networks [e.g., Wi-Fi and cellular) using a
heterogeneous mix of devices—from tactical radics 1o laptops to handheld devices.

The SHARE program seeks expertise in handheld device secu rity, future internet architectures,
multilevel inforrmation sharing, and tactical networking applications.

A Propasers Day is scheduled for Jan. 31, 2017, in Mclean, Virginia. Details are available on
FedBizOpps here: http://Eo.usa gov/x90te.

Image Caption: An artist’s concept depicts the goo! of DARPA'S new Secure Handhelds on Assured
Resilient netwarks at the tactical Edge (SHARE] program: cregte o system where information ot
multiple levels of security classification could be processed on o single hondheld device using a
resilient secure network that links devices without needing to route traffic through secure data
centers
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